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[bookmark: _Toc20749256]1. Aims
Our school aims to:  
Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors
Deliver an effective approach to online safety, which empowers us to protect and educate the whole school community in its use of technology
Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate
Ensure that online safety education forms part of the school’s statutory Relationships and Health Education curriculum, in line with Department for Education guidance, and supports pupils from Nursery to Year 6 to stay safe, healthy and respectful online.


[bookmark: _Toc20749257]2. Legislation and guidance
This policy is based on the Department for Education’s (DfE) statutory safeguarding guidance, Keeping Children Safe in Education, and its advice for schools on:
Teaching online safety in schools
Preventing and tackling bullying and cyber-bullying: advice for headteachers and school staff
Teaching SRE in primary schools
Searching, screening and confiscation
It also refers to the Department’s guidance on protecting children from radicalisation.
It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting inappropriate images or files on pupils’ electronic devices where they believe there is a ‘good reason’ to do so.
[bookmark: _Toc20749258]The policy also takes into account the National Curriculum computing programmes of study.

This policy also reflects the updated statutory guidance for Relationships Education, Relationships and Sex Education (RSE) and Health Education, published by the Department for Education in July 2025 and statutory from September 2026. In particular, it aligns with statutory expectations that online safety is taught as part of Health Education for all pupils in primary schools.

3. Roles and responsibilities 
3.1 The governing board
The governing board has overall responsibility for monitoring this policy and holding the headteacher to account for its implementation.
The governing board will co-ordinate regular meetings with appropriate staff to discuss online safety, and monitor online safety logs as provided by the designated safeguarding lead (DSL). 
The governor who oversees online safety is Mr Tom Beresford
All governors will:
Ensure that they have read and understand this policy
Agree and adhere to the terms on acceptable use of the school’s ICT systems and the internet (appendix 1)
3.2 The Headteacher
The Headteacher is responsible for ensuring that staff understand this policy, and that it is being implemented consistently throughout the school.
· The Headteacher has overall responsibility for putting in place appropriate filtering and monitoring systems, which are updated on a regular basis and keep pupils safe from potentially harmful and inappropriate content and contact online while at school, including terrorist and extremist material.
· The Headteacher will take overall editorial responsibility of the school website and ensure that content is accurate and appropriate. 


3.3 The Designated Safeguarding Lead
Details of the school’s DSL are set out in our child protection and safeguarding policy as well relevant job descriptions.
The DSL takes lead responsibility for online safety in school, in particular:
Supporting the Headteacher in ensuring that staff understand this policy and that it is being implemented consistently throughout the school
Working with the Headteacher, School Business Manager, Computing Lead and other staff, as necessary, to address any online safety issues or incidents
Ensuring that any online safety incidents are logged on the school’s reporting system (CPOMS) and dealt with appropriately in line with this policy
Ensuring that any incidents of cyber-bullying are logged on the school’s reporting system (CPOMS) and dealt with appropriately in line with the school behaviour policy
Updating and delivering staff training on online safety 
Liaising with other agencies and/or external services if necessary
Providing regular reports on online safety in school to the Headteacher and/or governing board
This list is not intended to be exhaustive.

3.4 School Business Manager
The Headteacher delegates key roles to the School’s Business Manager 
The delegated responsibilities for the SBM are: 
Putting in place appropriate filtering and monitoring systems, which are updated on a regular basis and keep pupils safe from potentially harmful and inappropriate content and contact online while at school, including terrorist and extremist material
Ensuring that the school’s ICT systems are secure and protected against viruses and malware, and that such safety mechanisms are updated regularly
Conducting a full security check and monitoring the school’s ICT systems on a regular basis
Blocking access to potentially dangerous sites and, where possible, preventing the downloading of potentially dangerous files

3.5 Computing Lead 
Is responsible for:
Ensuring that any online safety incidents are logged and dealt with appropriately in line with this policy
Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school behaviour policy
Ensure the information available on the school website/ social media site is accurate and up to date 
Ensure staff and pupils’ personal information is not be published on school website/social media site. 
Publishing pupil’s images and work 
Ensure any and all photographs published that include pupils will be selected carefully and with parental permission.
Ensure pupils’ full names are not be used anywhere on the school web site in association with photographs.
Ensure pupil’s work is only be published with the permission of the pupil and parents. 
This list is not intended to be exhaustive.
3.6 All staff/ supply staff and volunteers
All staff, including contractors and agency staff, and volunteers are responsible for: 
Maintaining an understanding of this policy
Implementing this policy consistently
Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the internet (appendix 1), and ensuring that pupils follow the school’s terms on acceptable use (appendices 2)
Working with the DSL to ensure that any online safety incidents are logged on the school’s reporting system (cpoms) and dealt with appropriately in line with this policy
Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school behaviour policy
This list is not intended to be exhaustive.
3.7 Parents
Parents are expected to: 
Notify a member of staff or the Headteacher of any concerns or queries regarding this policy
Ensure their child has read, understood and agreed to the terms on acceptable use of the school’s ICT systems and internet (appendices 2)
Parents can seek further guidance on keeping children safe online from the following organisations and websites:
What are the issues? - UK Safer Internet Centre
Hot topics - Childnet International
Parent factsheet - Childnet International
3.8 Visitors and members of the community
Visitors and members of the community who use the school’s ICT systems or internet will be made aware of this policy, when relevant, and expected to read and follow it.  All visitors will be provided with a copy of the school’s safeguarding leaflet which makes reference to the school’s acceptable use policy. A full copy of the policy is available for all visitors on the school website or a paper copy can be requested via the school office. 
 
[bookmark: _Toc20749259]4. Educating pupils about online safety
Pupils are taught about online safety as part of the statutory Relationships Education and Health Education curriculum, supported by the computing curriculum and wider safeguarding practice.
Teaching is developmentally appropriate and progressive, building knowledge and skills from early years through to Year 6.
Early Years Foundation Stage (Nursery and Reception)
Pupils are taught to:
· Recognise and talk about their feelings in online and offline contexts
· Understand simple rules about using technology safely
· Know who trusted adults are and how to ask for help
· Begin to understand personal boundaries and privacy

Key Stage 1 (Years 1 and 2)
Pupils are taught to:
· Use technology safely and respectfully
· Keep personal information private
· Recognise when something online makes them feel worried or uncomfortable
· Identify trusted adults and how to report concerns

Key Stage 2 (Years 3 to 6)
Pupils are taught to:
· Use technology safely, responsibly and respectfully
· Recognise acceptable and unacceptable online behaviour
· Understand that people may behave differently online or pretend to be someone they are not
· Recognise online risks including scams, misinformation and harmful content
· Understand the importance of privacy, personal data and age restrictions online
· Develop critical thinking about online content and sources of information
· Know how and where to seek help if they are worried about online behaviour, contact or content


By the end of primary school, pupils will know:
· That the same principles apply to online relationships as to face‑to‑face relationships, including respect and kindness
· How information and images can be shared online and the potential risks involved
· How to respond safely and appropriately to people they do not know, including in online contexts
· That they have a right to feel safe online and know how to report concerns

The safe use of social media and the internet will also be covered in other subjects where relevant. 
The school will use assemblies to raise pupils’ awareness of the dangers that can be encountered online and may also invite speakers to talk to pupils about this.

4.1 Online safety education at Longford Park Primary School is also delivered as part of the school’s statutory Relationships Education and Health Education curriculum.
This means that:
· Online safety education is mandatory for all pupils from Nursery to Year 6.
· Parents cannot withdraw pupils from online safety content taught as part of Relationships or Health Education.
· Online safety education supports the school’s safeguarding duty and helps pupils develop knowledge, skills and attitudes to keep themselves safe online and offline.
Online safety teaching is carefully sequenced and age‑appropriate, ensuring pupils build understanding progressively as they move through the school.


[bookmark: _Toc20749260]5. Educating parents about online safety
Online safety education is part of the school’s statutory Relationships and Health Education curriculum.
Parents do not have the right to withdraw children from online safety lessons that form part of this statutory curriculum.
Parents retain the right to request withdrawal only from any non‑statutory sex education lessons in line with statutory guidance.
The school will raise parents’ awareness of internet safety in letters or other communications home, and in information via our website or learning platform (Jigsaw). This policy will also be shared with parents.
Monthly E-safety/ awareness posters are shared with parents via the school’s MIS and learning platform. 
Online safety will also be discussed/ publicised during parents’ evenings.
If parents have any queries or concerns in relation to online safety, these should be raised in the first instance with the headteacher and/or the DSL.
Concerns or queries about this policy can be raised with any member of staff or the headteacher.

[bookmark: _Toc20749261]6. Cyber-bullying
6.1 Definition
Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one person or group by another person or group, where the relationship involves an imbalance of power. (See also the school behaviour policy.)
6.2 Preventing and addressing cyber-bullying
To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become aware of it happening to them or others. We will ensure that pupils know how they can report any incidents and are encouraged to do so, including where they are a witness rather than the victim.
Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover cyber-bullying. This includes personal, social, health and economic (PSHE) education, and other subjects where appropriate.
All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact and ways to support pupils, as part of safeguarding training (see section 11 for more detail).
The school also sends information/leaflets on cyber-bullying to parents so that they are aware of the signs, how to report it and how they can support children who may be affected.
In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the school behaviour policy. Where illegal, inappropriate or harmful material has been spread among pupils, the school will use all reasonable endeavours to ensure the incident is contained.
The DSL will consider whether the incident should be reported to the police if it involves illegal material, and will work with external services if it is deemed necessary to do so.
6.3 Examining electronic devices
School staff have the specific power under the Education and Inspections Act 2006 (which has been increased by the Education Act 2011) to search for and, if necessary, delete inappropriate images or files on pupils’ electronic devices, including mobile phones, iPads and other tablet devices, where they believe there is a ‘good reason’ to do so.
When deciding whether there is a good reason to examine or erase data or files on an electronic device, staff must reasonably suspect that the data or file in question has been, or could be, used to: 
Cause harm, and/or
Disrupt teaching, and/or
Break any of the school rules
If inappropriate material is found on the device, it is up to the staff member in conjunction with the DSL or other member of the senior leadership team to decide whether they should: 
Delete that material, or
Retain it as evidence (of a criminal offence or a breach of school discipline), and/or
Report it to the police
Any searching of pupils will be carried out in line with the DfE’s latest guidance on screening, searching and confiscation.
Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic devices will be dealt with through the school complaints procedure.
[bookmark: _Toc20749262]7. Acceptable use of the internet in school
All pupils, parents, staff, volunteers and governors are expected to sign an agreement regarding the acceptable use of the school’s ICT systems and the internet (appendices 1 and 2). Visitors will be expected to read and agree to the school’s terms on acceptable use if relevant.
Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling the duties of an individual’s role.  
We will monitor the websites visited by pupils, staff, volunteers, governors and visitors (where relevant) to ensure they comply with the above.
More information is set out in the acceptable use agreements in appendices 1 and 2.
[bookmark: _Toc20749263]

8. Pupils using mobile devices in school
Year 6 pupils may bring mobile devices into school (as part of safeguarding as they have permission to walk home from school), but are not permitted to use them during:
Lessons
Clubs before or after school, or any other activities organised by the school
All devices must be handed in at the school office until the pupil collects them to return home.
Any use of mobile devices in school by pupils must be in line with the acceptable use agreement (see appendix 2)
Any breach of the acceptable use agreement by a pupil may trigger disciplinary action in line with the school behaviour policy, which may result in the confiscation of their device.

[bookmark: _Toc20749264]9. Staff using work devices outside school
Staff members using a work device outside school must not install any unauthorised software on the device and must not use the device in any way which would violate the school’s terms of acceptable use, as set out in appendix 1. 
Staff must ensure that their work device is secure and password-protected, and that they do not share their password with others. They must take all reasonable steps to ensure the security of their work device when using it outside school. Any USB devices containing data relating to the school must be encrypted.
If staff have any concerns over the security of their device, they must seek advice from the Computing Lead.
Work devices must be used solely for work activities.

[bookmark: _Toc20749265]10. How the school will respond to issues of misuse
Filtering and Monitoring Systems
The school has also established mechanisms to identify, intervene in and escalate any concerns highlighted through our filter and monitoring systems for both staff and students.  The effectiveness of this is regularly reviewed with staff aware of how to escalate concerns. 
At Longford Park Primary School, we take all reasonable measures to ensure that online activity is filtered. The school uses the Coventry City Council’s IT system (see below) to block inappropriate websites so that children cannot access these when they are working online at school. All staff are aware of the need to safeguard children from inappropriate online material (through their annual safeguarding training) and they are alert to monitor online activity to ensure that children do not make inappropriate searches (e.g: swear words, words of a sexual nature, words relating to violence, terrorism etc…). 
If we become aware of inappropriate searches taking place, the procedures are as follows: alert the DSL who will immediately notify the IT Security so that the website can be blocked, put a consequence in place for the child (following the school’s behaviour policy) and inform parents. If a member of staff breaches online safety protocols, the headteacher/chair of governors will be informed, which could lead to the LADO being consulted.
Coventry City Council’s IT systems:
Smoothwall - Web filtering
Senso  - Safeguarding
Safe Data Storage – Data Cloud Backups
Fortinet – Firewall

Where a pupil misuses the school’s ICT systems or internet, we will follow the procedures set out in our policies on behaviour policy. The action taken will depend on the individual circumstances, nature and seriousness of the specific incident, and will be proportionate.
Where a staff member misuses the school’s ICT systems or the internet or misuses a personal device where the action constitutes misconduct, the matter will be dealt with in accordance with the staff disciplinary procedures and staff code of conduct. The action taken will depend on the individual circumstances, nature and seriousness of the specific incident.
The school will consider whether incidents which involve illegal activity or content, or otherwise serious incidents, should be reported to the police.

[bookmark: _Toc20749266]11. Training
All new staff members will receive training, as part of their induction, on safe internet use and online safeguarding issues including cyber-bullying and the risks of online radicalisation.
All staff members will receive refresher training at least once each academic year as part of safeguarding training, as well as relevant updates as required (for example through emails, e-bulletins and staff meetings).
The DSL and DDSL’s will undertake child protection and safeguarding training, which will include online safety, at least every 2 years. They will also update their knowledge and skills on the subject of online safety at regular intervals, and at least annually.
Governors will receive training on safe internet use and online safeguarding issues as part of their safeguarding training.
Volunteers will receive appropriate training and updates, if applicable.
More information about safeguarding training is set out in our Child Protection Policy.
[bookmark: _Toc20749267]12. Monitoring arrangements
All school staff have the responsibility to log behaviour and safeguarding issues related to online safety and to alert DSL/DDSL’s and Deputy Headteacher.  
The effectiveness of online safety education as part of the statutory RSHE curriculum will be monitored through:
· Curriculum review
· Safeguarding logs and trends
· Staff training and confidence
· Pupil understanding and feedback
· 
This policy will be reviewed every 2 years by the Computing Lead and SLT unless required earlier. At every review, the policy will be shared with the governing board.

[bookmark: _Toc20749268]13. Links with other policies
This online safety policy is linked to our:
Child Protection Policy
Behaviour Policy
Staff disciplinary procedures
Data protection (GDPR) policy and privacy notices
Complaints procedure
Acceptable use of ICT policy


Appendix 1 
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Safeguarding: 
At Longford Park Primary School, safeguarding and child protection is paramount and we are fully committed to ensuring the welfare and safety of all our children. We believe that safeguarding is the responsibility of all the adults in the school community. We believe that pupils have a right to learn in a supportive, caring and safe environment which includes the right to protection from all types of abuse including bullying. All school staff are vigilant for signs of any pupil in distress and are confident about applying the processes to avert and alleviate any such problems. If any behaviour is a concern in relation to safeguarding Longford Park Primary School procedures and processes will be followed at all times in accordance with the Child Protection Policy. Any concerns will be referred to the Designated Safeguarding team, these people are identified on the noticeboard in the staffroom, around the school and on the website. 

New technologies have become integral to the lives of children and young people in today’s society, both within schools and in their lives outside school. The internet and other digital information and communication technologies are powerful tools, which open up new opportunities for everyone. These technologies can stimulate discussion, promote creativity and stimulate awareness of context to promote effective learning. They also bring opportunities for staff to be more creative and productive in their work.  All users should have an entitlement to safe access to the internet and digital technologies at all times. 

The school will ensure that staff and volunteers have good access to digital technology to enhance their work, to enhance learning opportunities for pupils learning and will, in return, expect staff and volunteers to agree to be responsible users.
All staff will be given a copy of the policy to read on an annual basis and staff will sign to acknowledge they have read and understood it. 
All supply teachers will be provided with a welcome booklet which contains information regarding acceptable use. 
All volunteers and Work experience will be provided with a copy of the policy as part of their induction. 
[bookmark: _Toc448745863]This Acceptable Use Policy is intended to ensure:
1. that staff, supply teacher volunteers and work experience will be responsible users and stay safe while using the internet and other communication technologies for educational, personal and recreational use. 
1. that school systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk. 
1. that staff and volunteers are protected from potential risk in their use of technology in their everyday work. 

This policy also aims to address some of the challenges posed by mobile phones and smart watches in school, such as: 
 Risks to safeguarding 
 Potential for disruption of learning 
 Risk of loss, theft or damage 
 Appropriate use of technology in the classroom 

For the purpose of this policy ‘mobile phone’ refers to all mobile phones, including smart phones. ‘Smart watches’ includes all devices which may have a camera function (e.g. smart glasses), an internet function or may serve as a fitness aid, such as step trackers (e.g. Air Tags). 


USE OF MOBILE PHONES BY STAFF 
Staff are NOT permitted to use their mobile phones whilst learners are present. Use of personal mobile phones must be restricted to non-contact time, and to areas of the school where learners are not present, such as the staffroom. During contact times, staff must ensure their mobile phone is securely stored away from learners. There may be circumstances in which it may be appropriate for a member of staff to have use of their mobile phone during contact time, for instance, in the event of a family emergency/ awaiting a call from a medical professional. All staff members, supply and volunteers must speak to the Headteacher or in their absence the Deputy Headteacher, to explain the narrative and give a reason for requesting the device to be on their person. The Headteacher (or DHT) will decide on a case-by-case basis whether to allow for special arrangements. If special arrangements are not deemed necessary, staff can use the school office number (02476 687688) as a point of emergency contact.

USING PERSONAL MOBILE PHONES FOR WORK PURPOSES
 In some circumstances, it may be appropriate for staff to use personal mobiles for work. Such circumstances may include, but are not limited to: 
 Emergency evacuations 
 Off-site visits
In these circumstances, staff will: 
 Use their mobile phone in an appropriate and professional manner 
 Not use their mobile phone to take photographs or recordings of learners

USE OF SMART WATCHES BY STAFF 
Staff are permitted to wear smart watches at Longford Park Primary School during contact and non-contact time. However, if the smart watch has a camera function, there are times when the watch must be removed: 
 When completing any intimate care – including the changing of nappies 
 When in the presence of children changing e.g. PE and swimming 
 When working 1:1 with a child and are not in a public area e.g. in an SEN intervention room 

Use of any of the smart watch functions, such as phone calls, text messages or the internet, must be restricted to non-contact time, and to areas of the school where learners are not present, such as the staffroom.

USE OF MOBILE PHONES AND SMART WATCHES BY PUPILS 
Pupils in Year 6 can bring a personal mobile phone to school with the consent of parents/carers if they are travelling to/from school by themselves. It is preferred that pupils to do not wear smart watches to school. If pupils do wear a smart watch whilst travelling to school, the rules below must be strictly adhered to. 

Pupils must: 
 Switch off their mobile phone at the school gate 
 Remove their smart watch prior to entering the school site 
 Give their mobile phone/smart watch to their class teacher upon arrival into school, so it can securely stored by the main office. 
Pupils must not: 
 Use their mobile phone/smart watch within the school grounds 
 Take any photographs or recordings of any other learners or staff 
If a member of staff sees a learner wearing a smart watch or carrying a mobile phone during the school day, these will be confiscated and returned to the pupil at the end of the school day. Staff will explain to the pupil why we do not wear smart watches/use mobile phones in school. 

LOSS, THEFT OR DAMAGE 
Longford Park Primary School accepts no responsibility for mobile phones or smart watches that are lost, damaged or stolen on the school premises or whilst learners are travelling to and from school.

[bookmark: _Toc448754176][bookmark: _Toc448745864]MONITORING AND REVIEW 
Longford Park Primary School is committed to ensuring that this policy has a positive impact on pupils’ education, behaviour and welfare. When reviewing the policy, we will consider: 
 Feedback from learners, staff and parents/carers 
 Records of behaviour and safeguarding incidents 
 Relevant advice from the Department for Education, the Local Authority and other relevant organisations

Acceptable Use Policy Agreement 
I understand that I must use school systems in a responsible way, to ensure that there is no risk to my safety or to the safety and security of the systems and other users. I recognise the value of the use of digital technology for enhancing learning and will ensure that pupils receive opportunities to gain from the use of digital technology. I will, where possible, educate the young people in my care in the safe use of digital technology and embed online safety in my work with young people. 
[bookmark: _Toc448745865]For my professional and personal safety:
1. I understand that the school will monitor my use of the school digital technology and communications systems.
1. I understand that the rules set out in this agreement also apply to use of these technologies (e.g. laptops, email, VLE etc..) out of school, and to the transfer of personal data (digital or paper based) out of school. 
1. I understand that the school digital technology systems are primarily intended for educational use and that I will only use the systems for personal or recreational use within the policies and rules set down by the school.
1. I will not disclose my username or password to anyone else, nor will I try to use any other person’s username and password. I understand that I should not write down or store a password where it is possible that someone may utilise it.
1. I will immediately report any illegal, inappropriate or harmful material or incident I become aware of to the Headteacher or School Business Manager.28

[bookmark: _Toc448745866]I will be professional in my communications and actions when using school ICT systems:
1. I will not access, copy, remove or otherwise alter any other user’s files, without their express permission.
1. I will adhere to the school’s expectations and use of mobile phones/smart devices when with pupils.
1. I will communicate with others in a professional manner, I will not use aggressive or inappropriate language, and I appreciate that others may have different opinions. 
1. I will ensure that when I take and / or publish images of others I will do so with their permission and in accordance with the school’s policy on the use of digital / video images. I will not use my personal equipment to record these images, unless I have permission to do so. Where these images are published (e.g. on the school website) it will not be possible to identify by name, or other personal information, those who are featured. 
1. I will not use social networking sites in school in accordance with the school’s policies and will not discuss school business or personnel on such sites.
1. I will only communicate with pupils and parents / carers using official school systems. Any such communication will be professional in tone and manner and will not engage in any on-line activity that may compromise my professional responsibilities.
[bookmark: _Toc448745867]The school and the local authority have the responsibility to provide safe and secure access to technologies and ensure the smooth running of the school:
· When I use my mobile devices (laptops / tablets / mobile phones / USB devices/ smart watches/smart glasses) in school, I will follow the rules set out in this agreement, in the same way as if I was using school equipment.  I will also follow any additional rules set by the school about such use. I will ensure that any such devices are protected by up to date anti-virus software and are free from viruses
1. I will not open any hyperlinks in emails or any attachments to emails, unless the source is known and trusted, or if I have any concerns about the validity of the email (due to the risk of the attachment containing viruses or other harmful programmes)
1. I will ensure that my data is regularly backed up, in accordance with relevant school policies. 
1. I will not upload, download or access any materials which are illegal (child sexual abuse images, criminally racist material, adult pornography covered by the Obscene Publications Act) or inappropriate or may cause harm or distress to others. I will not use any programmes or software that might allow me to bypass the filtering / security systems in place to prevent access to such materials.
1. I will not try (unless I have permission) to make large downloads or uploads that might take up internet capacity and prevent other users from being able to carry out their work. 
1. I will not install or attempt to install programmes of any type on a machine, or store programmes on a computer, nor will I try to alter computer settings, unless this is allowed in school policies
1. I will not disable or cause any damage to school equipment, or the equipment belonging to others.
1. I will only transport, hold, disclose or share personal information about myself or others, as outlined in the School / LA Personal Data Policy (or other relevant policy). Where digital personal data is transferred outside the secure local network, it must be encrypted. 
1. I understand that the data protection policy requires that any staff or student / pupil data to which I have access, will be kept private and confidential, except when it is deemed necessary that I am required by law or by school policy to disclose such information to an appropriate authority. 
1. I will immediately report any damage or faults involving equipment or software, however this may have happened.
[bookmark: _Toc448745868]When using the internet in my professional capacity or for school sanctioned personal use:
1. I will ensure that I have permission to use the original work of others in my own work
1. Where work is protected by copyright, I will not download or distribute copies (including music and videos).
[bookmark: _Toc448745869]I understand that I am responsible for my actions in and out of the school:
1. I understand that this Acceptable Use Policy applies not only to my work and use of school digital technology equipment in school but also applies to my use of school systems and equipment off the premises and my use of personal equipment on the premises or in situations related to my employment by the school.
1. I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be subject to disciplinary action.  This could include a warning, a suspension, referral to Governors or the Local Authority and in the event of illegal activities, the involvement of the police. 

At Longford Park Primary School, we take all reasonable measures to ensure that online activity is filtered. The school uses the Coventry City Council’s IT system (see below) to block inappropriate websites so that children cannot access these when they are working online at school. All staff are aware of the need to safeguard children from inappropriate online material (through their annual safeguarding training) and they are alert to monitor online activity to ensure that children do not make inappropriate searches (e.g. swear words, words of a sexual nature, words relating to violence, terrorism etc…). 
If we become aware of inappropriate searches taking place, the procedures are as follows: alert the DSL who will immediately notify the IT Security so that the website can be blocked, put a consequence in place for the child (following the school’s behaviour policy) and inform parents. If a member of staff breaches online safety protocols, the headteacher/chair of governors will be informed, which could lead to the LADO being consulted.
Coventry City Council’s IT systems:
Smoothwall - Web filtering
Senso  - Safeguarding
Safe Data Storage – Data Cloud Backups
Fortinet – Firewall


Staff/ Volunteer Agreement
I have read and understand this agreement and commit to using the school digital technology systems (both in and out of school) and my own devices (in school and when carrying out communications related to the school) within these guidelines. 
Name_____________________________           Role___________________________

Signed __________________________                 Date__________________________	
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Today in school, adults shared our expectations and rules for children to follow when they are using computers/digital devices in school. All children signed to say they will follow the rules. 
Please read below, a copy of our Parent/ carer Acceptable Use Agreement. Please take some time to read the agreement. If you have any questions, please come into school and speak to a member of our staff team.


Parent / Carer Acceptable Use Agreement
 
Digital technologies have become integral to the lives of children and young people, both within schools and outside school.
 
These technologies provide powerful tools, which open up new opportunities for everyone. They can stimulate discussion, promote creativity and stimulate awareness of context to promote effective learning.
 
Young people should have an entitlement to safe internet access at all times.
 
Our Acceptable Use Policy is intended to ensure:
 
• that young people will be responsible users and stay safe while using the internet and other communications technologies for educational, personal and recreational use.
• that school systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk.
• that parents and carers are aware of the importance of e-safety and are involved in the education and guidance of young people with regard to their on-line behaviour.
 
The school will try to ensure that pupils will have good access to digital technologies to enhance their learning and will, in return, expect the pupils to agree to be responsible users.
 
A copy of the Pupil Acceptable Use Agreement is on the school website and below so that parents / carers are aware of the school expectations of the young people in their care, and what we expect of our children in school.
 
Important for Parents and Carers
As the parent / carer of a pupil at Longford Park Primary School, I give permission for my son / daughter to have access to the internet and to ICT systems at school.
 
I know that my son / daughter has signed a Pupil Acceptable Use Agreement and has received, or will receive, online safety education to help them understand the importance of safe use of technology and the internet – both in and out of school.
 
I understand that the school will take every reasonable precaution, including monitoring and filtering systems, to ensure that young people will be safe when they use the internet and ICT systems. I also understand that the school cannot ultimately be held responsible for the nature and content of materials accessed on the internet and using mobile technologies.
 
I understand that my son’s / daughter’s activity on the ICT systems will be monitored and that the school will contact me if they have concerns about any possible breaches of the Pupil Acceptable Use Policy.
 
I will encourage my child to adopt safe use of the internet and digital technologies at home and will inform the school if I have concerns over my child’s e-safety.
 

Pupil Acceptable Use Policy Agreement
 
This is how we stay safe when we use computers/tablets or other digital devices:
 
· I will ask a teacher or suitable adult if I want to use the computers/ tablet devices.

· I will only use activities that a teacher or suitable adult has told or allowed me to use. 

· I will take care of the computer and other digital equipment.

· I will ask for help from a teacher or suitable adult if I am not sure what to do or if I think I have done something wrong.

· I will tell a teacher or suitable adult if I see something that upsets me on the screen.

· I know that if I break the rules I might not be allowed to use a computer/ device.
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Pupil Acceptable Use Policy Agreement
 
This is how we stay safe when we use computers/tablets or other digital devices:
 
· I will ask a teacher or suitable adult if I want to use the computers/ tablet devices.

· I will only use activities that a teacher or suitable adult has told or allowed me to use. 

· I will take care of the computer and other digital equipment.

· I will ask for help from a teacher or suitable adult if I am not sure what to do or if I think I have done something wrong.

· I will tell a teacher or suitable adult if I see something that upsets me on the screen.

· I know that if I break the rules I may not be allowed to use a computer/ device.

· I know that the devices I use in school are monitored and if activity/searches identify potential risks, like cyberbullying or inappropriate content, the Headteacher, Deputy Headteacher or School Business Manager will be alerted in real-time and will follow up with enquiries.  
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